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1 Introduction 
1.1 Summary 
This document describes an Application Programming Interface (API) for extraction of 
data from electronic health record (EHR) systems used in health institutions. It also 
explains the rationale for the infrastructure and the API, how the infrastructure 
consumes the data reuse APIs, and how GDPR requirements are handled by the data 
reuse infrastructure.  
 
Chapter 1 contains the objectives for the API and an introduction to what the APIs is 
intended to be used for.  
Chapter 2 contains a description of the data reuse infrastructure and its components.  
Chapter 3 describes the use cases for data reuse. 
Chapter 4 describes the technology platform for the APIs. 
Chapter 5 describes the application programming interfaces.  
Chapter 6 contains references to relevant literature.  

 
1.2 Audience 
Who are the readers for this document? 
This document is written assuming an audience of software engineers, programmers, 
clinical research informatics managers and decision makers.  
  
What background knowledge about the data reuse infrastructure do we assume?  
This document assumes minimal knowledge about EHR data reuse and its challenges, 
and the described data reuse infrastructure. However, interested readers may find 
detailed description about the background and rationale for the proposed APIs from 
the list of references provided at the end of the document. This reference list contain 
links to relevant background literature. Reading the literature will help to get a deeper 
understanding of the rationale behind the design choices made.    
 
1.3 Objectives 
In general, the proposed APIs are required to achieve the following objectives: 

• to protect the privacy of patients and health workers.  
• to ensure the rights and freedoms stated in GDPR. 
• to ensure that the general practitioners (GPs) control for what purposes their 

patients´ EHR data is reused. 
• to support the improvements of EHR data quality by enabling support for tools 

that help the GPs identify and fix data quality issues.  
• to support GPs’ participation in disease surveillance, quality improvement, 

small educational GP groups (in Norwegian, smågruppeaktivitet) and research 
initiatives. 

• to support reduced cost and time consumption associated with organizing data 
reuse initiatives. 

• to ease reuse of data from large number of health institutions. 
• to ease reuse of data for purely local purposes. 
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• to ease reuse of data for a single GP. 
 
1.4 Background 
EHR data reuse has enormous potential for a wide variety of applications such as 
disease surveillance, research, management and quality improvement work. 
However, efficient reuse of EHR data requires a common Application Programming 
Interface (API) to the different EHR systems used across general practitioner (GP) 
offices. This document describes  a proposal for an API to extract data for reuse from 
EHR systems. 
 
Often research projects require data from many GP offices to attain sample size that 
provide sufficient statistical power and heterogeneity. Disease surveillances also 
required data from large number of GPs to ensure correct denominators, incidence 
and prevalence of diseases. Small educational groups of GPs (in Norwegian, 
smågruppeaktivitet) may need to be formed for quality improvement work. The APIs 
are aimed at providing the same interfaces for reuse of data for these purposes. The 
APIs also supports local data reuse at a single GP office level, without a need for 
collaboration with external institutions, and an individual GP´s need to identify 
patients within his own patient list. This aims at minimizing the costs associated with 
organizing data reuse initiatives.  
 
For reuse of data distributed across GP offices, this document assumes a distributed 
approach where a pseudonymized dataset is extracted from each EHR and stored 
locally in a separate datastorage external to the EHR’s database. The extracted 
pseudonymized1 datasets that is distributed across the health institutions form the 
complete dataset. We refer to the complete distributed dataset as the virtual dataset. 
Privacy preserving distributed computation techniques can be used to perform 
statistical analysis on a virtual dataset without revealing any information apart from 
the overall computation results. Since the data remains at the health institutions, the 
GPs maintain control of who uses their patients’ data for what purposes. In addition, 
as pseudonymized datasets are extracted, no entity apart from the healthcare 
workers responsible for the patient, need to access identifiable data. This minimizes 
the privacy risks of both patients and health workers. The virtual dataset for a 
particular purpose can also be transferred and joined into one physical dataset within 
a secure environment, such as safe havens2, where data access is strictly controlled.  
 
Providing access to reuse of EHR data using virtual datasets does not imply getting 
access to sensitive information about patients. It only implies access to perform 
statistical analysis on EHR data (virtual datasets) using distributed privacy preserving 
computation techniques.  
  

                                                 
1 Pseudonymization is a procedure by which the most identifying fields within a data 
record are replaced by one or more artificial identifiers, or pseudonyms. In this 
document the pseudonyms replace national identifiers of patients and health 
personnel.  
2 https://www.nhsresearchscotland.org.uk/research-in-scotland/data/safe-havens 
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The APIs are categorized into three main parts:  
1. The pseudonymization interface allows a single GP, the GPs in a single GP 

office, or a set of GPs across several GP offices to create and share a secret key 
(nonce) that will be used to create pseudonyms. 

2. The re-identification interface allows healthcare workers to re-identify their 
patients given the patients’ pseudonyms.  

3. The data extraction interface enable extraction of pseudonymized data from 
an EHR.  

 

2 Data reuse infrastructure 
 
According to GDPR, data reuse can only be performed if the processing is supported 
by national laws or with consent from the patient. One important objective for the 
data reuse infrastructure is to satisfy the requirements originating from GDPR [1].  
 
Figures 1 - 3 show usage of the data reuse interface in three different situation. Figure 
1 shows how the data reuse interface supports the needs of one GP. Figure 2 shows 
how the data reuse interface supports the need of several GPs in a single GP office. 
Figure 3 shows how the data reuse mechanism supports the need of a set of GPs from 
multiple GP offices.  
 
2.1 Consuming the API directly from external client applications  
This alternative corresponds to a use case where a single user access the DRC directly 
from an external client installed on the GP workstation. In Figure 1 a data reuse tool 
is installed on the GP workstation. It first interacts with the Pseudonymization 
interface (sequence number (1) in Figure 1) to create a pseudonymization key. See 
also the specification of function Q5 below. In the second step (numbered (2) in Figure 
1), it uses the data extraction interface to extract pseudonymized data from the EHR 
database. Finally, if records identified in the data reuse tool need to be mapped to the 
real identity of the patient, the re-identification interfaces, numbered (3) in Figure 1, 
is used. The DRC, running on the EHR server, must be supported by the EHR vendors 
and allow extraction of EHR data directly from the EHR database. Black lines in Figure 
1 imply that identifiable data is transferred. Blue lines indicate transfer of 
pseudonymized data.    
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Figure 1. Infrastructure to support a single GP’s needs for a data reuse mechanism. 

2.2 Consuming the API from a local data reuse server  
This use case corresponds to a situation where the data reuse tool has a client-server 
design, enabling several users to share a data reuse tool. To support such a situation, 
the shared data reuse tool is supported by a data reuse server. In Figure 2 all GPs in a 
GP office have access to a common data reuse tool using clients that run on the GP 
workstations. The server part of the data reuse tool is installed on the EHR server. The 
clients of the data reuse tool, access it from GPs workstations. Data reuse is initiated 
by a call from the data reuse tool server, to the pseudonymization interface labeled 
(1), to create a shared local data reuse project. See the specification of function Q5 
below. The pseudonymization interface is provided by the DRC running on the EHR 
server. In the next step, labeled (2), the server side data reuse tool interacts with the 
data extraction interface to extract pseudonymized data from the EHR database. In 
the third step, labeled (3), the re-identification interface can be used by the data reuse 
tool client at the GP workstation to re-identify patients using the reidentification 
interface, labeled (3) in Figure 2.  In Figure 2 the blue line indicate communication of 
pseudonymized data, while a black line indicate that person identifiable data is 
transferred.  
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Figure 2. Infrastructure to support several GPs need for a data reuse mechanism 

2.3 Consuming the API across health institutions  
To support collaboration and coordination between multiple GP offices a coordination 
server, located in the health network, is used, as shown in Figure 3. A data reuse 
server, running on a physically separated machine, is installed within each GP office. 
This setup enable large groups of GPs, belonging to many different institutions, to 
collaborate on research projects, disease surveillance and quality of service studies. 
 
Communications between the data reuse servers and the coordination server are  
based on secure messaging (indicated by dotted line in Figure 3) to manage 
pseudonymization of the patients data in the EHR´s, the pseudonymization interface, 
labeled (1) is used. The data reuse server extracts data from the EHR system using the 
DRC´s extraction interface, labeled (2), and store the extraction locally on the data 
reuse server. When patient data stored in the data reuse server needs to be re-
identified, the DRC´s re-identification interface, labeled (3), is used. In Figure 3 blue 
lines indicate transfer of pseudonymous information. Black lines indicate transfer of 
identifiable information.  
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Figure 3. Infrastructure to support the data reuse needs of a set of GPs in multiple GP offices.  

In Figure 3 the Project Membership Manager (PMM), labeled (4), is located inside the 
coordination server. This component manages membership of GP offices and GPs in 
data reuse projects. We assume that the Project Membership Manager is semi-trusted 
and that it follows the protocol steps. See section 5.1.1 and 5.1.4 below.  
 
Inside the data reuse server, the project membership manager (PMM) relay 
component, labeled (5), is located. It provides secure end-to-end communication with 
the PMM (4) at the coordination server and other EHR servers (represented by the 
dotted line in Figure 3). The component does not have access to the content of key 
exchange messages exchanged with remote EHR servers, as the keys must be 
encrypted using the recipients public key. Projects are created, planned and managed 
using the project portal available from the coordination server. The PMM component, 
labeled (4), at the coordination server enables separation of pseudonymous EHR data 
from management of data reuse initiatives spanning many health institutions. This 
separation is essential to preserve privacy of the patients and the health workers. EHR 
data should never leave the reuse server in the GP office unless explicitly approved by 
the GP office and with consent from the affected patients.  
 
The exporter component uses the data extraction interface, labeled (2), to extract 
pseudonymous data from the EHR database producing an export file (ExportFile in 
Figure 3). The importer component transforms the export data and store the data in 
the archetype kernel, labeled (8) in Figure 3. From this data reuse storage the 
pseudonymous data can be reused using several methods, including the local data 
analysis component and third party tools installed on the data reuse server using the 
Archetype Query Language (AQL) query interface, labelled (9), provided by the 
Archetype kernel. Usable prototype versions of data analysis tools already exist. The 
important point in this document is that the APIs is accessible to all tools that want to 
extract and reuse EHR data using standardized and documented information models 
(archetypes). The archetypes ensures semantic interoperability across EHR system, 
health institutions and health service levels which allows computation to be 
performed on health data available across health institutions and health service levels. 
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System components that enable coordinated computations on the distributed data 
sources and secure communication among the system entities are not visualized in 
Figure 3 to ease understanding. Such system entities already exist and are described 
in publicly available research literature [2–5].   
 
Components for distributed data analysis also exist and have been published in the 
research literature (ibid.). These are located at the coordination server (not shown), 
and in the data analysis component in the data reuse server. Results from distributed 
computations are stored in the reportdb on the coordination server and is available 
to everyone through the ReportService API, labeled (6), in Figure 3. The reportService 
API is not described here.   
 
2.4 Objectives for data reuse infrastructure 
The bullet list below provides the rationale for using a dedicated Data reuse server, as 
shown in Figure 3: 

• Ensuring that fully identified patient data is only available on GP workstations. 
• Ensuring that fully identified patient data is not available to system 

administration personnel managing the data reuse servers.    
• Minimizing the resource demands on the EHR server to ensure optimal 

responsiveness of both the EHR server and the reuse tools.  
• Minimizing the risk of affecting the stability of the EHR server software through 

software updates to the data reuse mechanism as the EHR system is a 
production critical system for GP offices.  

• Isolating security and maintenance related issues to the data reuse server (for 
instance, we don’t want virus infections of the data reuse server to influence 
GP workstations and EHR server and vice versa).  

• Standardization of OS platform for the data reuse infrastructure.  
• Isolation of responsibility for information security.  
• Isolation of responsibility for system administration.  
• Standardization of remote system management to solutions that satisfy the 

requirements in «The Code of Conduct for information security in the 
healthcare and care services”[6].  

• Centralized remote system management to avoid generating cost for system 
administration of each GP office.  

• Standardization of solutions for system monitoring, system configuration, 
virus detection, software update and system logging. 
 

2.5 Objectives for the DRC 
EHR data is extracted from the EHR server using a data reuse component or DRC for 
short. This component is central in fulfilling the GDPR requirements. The main 
responsibility of the DRC is to: 

• Replace patient identifiers used in the EHR system with pseudonyms in 
extracted data. 

• Replace general practitioner identifiers in extracted data with pseudonyms. 
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• Ensure that the same pseudonyms (for each data reuse project) are created 
across collaborating health institutions to allow deduplication of research 
datasets.   

• Ensure that the general practitioner controls whether his patients’ data can 
be extracted and reused.  

• Ensure that patients can be exempted from being identified as potential 
research subjects. 

• Ensure that patients can get information about what purposes their EHR 
information is used for from their GP. 

• Ensure that patients can withdraw from research projects they previously 
have consented to by contacting their GP. 

• Ensure that patients can get their EHR data, which is stored on the data reuse 
server, exported in a machine readable format.   

• Ensure that patients can get a list of persons that has accessed and processed 
their EHR data by contacting their GP.   

 
2.6 Status of the data reuse infrastructure 
Many of the components visualized in Figure 3 above already exist. The main 
components that currently lack a complete implementation is the DRC. This 
component needs support from each EHR vendor to ensure that correct EHR 
information is extracted by the DRC. Support from each EHR vendor will ensure 
interoperability across EHR vendors, health institutions and health service levels. This 
will enable reuse of EHR information for the purposes described in section 1.4 using 
the system components described in this document while respecting GDPR 
requirements and without exposing patients to a high risk of breaches to the patients’ 
rights and freedoms.  
 
The second component that currently lacks implementation is the Project 
Membership Manager (PMM). This component needs to be semi-trusted, and must 
follow the protocol steps described in section 5.1.4. Semi-trusted in this context imply 
that the institution responsible for the service and component does not collude with 
external entities and follow the protocol steps. If the protocol is followed, privacy of 
the patient information is ensured.  
 
The third component that currently lacks implementation is the project membership 
manager relay component. Its role is to provide an API for the EHR and the local DRCs, 
against the PMM and other EHR servers. As its role is only to forward requests 
between system components both ways, it will not have access to the message 
content.  
 
The fourth and fifth components are the components and clients for local and 
distributed statistical computations of distributed health data. These components and 
clients exist in prototype versions. These tools need to be enhanced in robustness and 
usability in collaboration with the end users to ensure optimal user experience and 
utility for the users.       
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The last component that currently lacks implementation is the project portal. The 
project portal is the service where data reuse projects can be created and managed. 
It is the component where data reuse project participation can be approved or 
withdrawn by the GPs. As the component documents what projects GP participates 
in, it can be used for documenting reimbursement for project participation from GPs. 
 
2.7 Support for third-party tools 
The data reuse servers can be viewed as an edge-computing3 infrastructure with 
cloud computing capabilities, potentially covering a large set of health institutions and 
several health service levels. The infrastructure could also offer application-hosting 
services for third party tools. This opportunity enables fast deployment of third party 
tools to all health institutions covered by the infrastructure across the health services. 
When hosted on the computing infrastructure, third party tools will have access to 
remote system administration, software update services, system monitoring and 
logging mechanisms and a generic data reuse interface to standardized information 
models.  
 
The third party tools may use the local data reuse storage on the data reuse server, or 
extract its own data directly from the EHR system using the DRC at the EHR server. 
However, duplication of data extractions should be avoided to minimize the load on 
the EHR server.  
 
The third-party tools will also be able to utilize the distributed computation 
capabilities of the infrastructure. For instance, the distributed statistical computations 
service will be able to perform computations on the virtual datasets covering multiple 
health institutions. The result of these computations will be stored in the reportDB on 
the coordination server, and be available to the third-party tools through the 
ReportService API (labeled (6) in Figure 3). Using this API to download overall statistics 
from analysis of the virtual datasets, global statistics can be combined with statistics 
based on local data. The distributed statistical processing client can also be used to 
automate periodic statistical processing of virtual datasets. This way automatic 
periodic re-computation of statistics will be available for the third-party tools.  
 
As the ReportService API will be available for the EHR systems, overall statistics from 
the health service will be available for their use as well.  
 

3 Use cases 
Data governance aspect of the infrastructure requires a thorough consideration. We 
briefly discuss data governance aspect, to provide context for the description for the 
proposed APIs. We broadly classify the use cases into four groups: a) internal data 
reuse; b) disease surveillance and feasibility studies; c) research, and d) healthcare 
quality studies. 
                                                 
3 Edge computing is a method of optimizing cloud computing systems by performing 
data processing at the edge of the network, near the source of the data. 
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3.1 Internal data reuse at a GP office 
The section refers to reuse of EHR data by one GP or a set of GPs at a GP office for 
purposes such as quality of service or management of GP´s patient list. In this case, 
the pseudonymization only require a locally created nonce. This usage do not need 
agreement on pseudonymization key (nonce) beyond the local health institution. Nor 
does it demand complete coverage of health institutions in a geographical area or 
cover all GPs in a health institution. Therefore, data generated from reuse based on 
local pseudonymization, will not be able to produce correct statistics for incidence or 
prevalence of medical conditions, as datasets will not span several health institutions, 
to form virtual datasets.  
 
Such data reuses start with a call to the pseudonymization API to create a local nonce, 
which is known only by the local DRC on the EHR server (see the Q5 function call 
below). Then, data extraction API is called to extract a pseudonymized dataset using 
the generated nonce. The patient records within the pseudonymized dataset can later 
be re-identified with calls to the re-identification APIs. See Figure 1 and 2.   
 
3.2 Disease surveillance and feasibility studies 
Disease surveillance and feasibility 4  studies requires data from multiple health 
institutions. Correct denominators and statistics on incidence and prevalence of 
medical conditions require data from health institutions and GPs located in a 
geographical area of interest, and optimal EHR data quality. These data reuses require 
the infrastructure visualized in Figure 3. Reuse projects of this kind are created and 
managed using the project portal and the project membership manager component 
(PMM) at the coordination server. Since patients may have duplicate records across 
multiple GP offices, a privacy preserving protocol for removing the duplicate records 
are necessary [7].  
 
For example, disease surveillance is a legal responsibility of disease prevention officers 
(smittevernleger) and the head of local health services (kommuneoverlege) in each 
municipality. To fulfill these legal responsibilities, reuse of data spanning all health 
institutions and GPs within a municipality need to be supported. 
 
 
3.3 Research 
One or more GPs in a GP office can choose to participate and contribute to a research 
project. In this section, we assume research projects involve participation of multiple 
GP offices. The project manager of a research project applies for access to data 
through a project portal (component labeled (7) at the coordination server in Figure 
3). The application may have a set of requirements, such as Research Ethics 
Committee (REC) approval, privacy ombudsman’s approval, patient consent forms etc. 
Then, the data reuse request needs to be evaluated by the research infrastructure 
                                                 
4 Feasibility assessment is necessary before research projects are started to ensure that 
enough patients exists to perform a study.   
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administration for satisfying the requirements. When approved, the request is sent to 
all the GPs for approval. When sufficient number of GPs have accepted the invitation, 
the pseudonymization and data extraction APIs will be used to create a virtual dataset. 
The virtual dataset only contains data of GPs that have accepted the invitation. 
 
3.4 Quality of care benchmarking (healthcare quality study) 
We define quality of care benchmarking as a study that is performed by a group of GP 
offices to benchmark the performance of a GP office or a GP against the average of 
the group. The approval requirements for such studies may differ from the 
requirements for a research project as usage of EHR data for this purpose is supported 
by national law, without the need for consent from each patient.  
 
For such studies, the GPs may form a group through communication channels outside 
the data reuse infrastructure. The group needs to create a project in the project portal 
(component at the coordination server in Figure 3) using the same steps as a research 
project. Each participating GP needs to accept the request before their data can be 
included in the reuse initiative. GP or GP office level statistics are produced using the 
local data analysis tool shown in Figure 3. Overall statistics, covering all participating 
GPs, are produced using distributed data analysis tools shown in Figure 3. 
Benchmarking can be done by comparing local statistics to the average of all GPs 
participating in the project. Customized benchmarking reports can be generated 
based on the automated data processing capabilities. 

4  Technology platform 
To increase scalability as well as isolation between the different services at a health 
institution, the API should be available over the local network where the EHR server 
resides. This allows the health institution to add multiple consumers of the EHR-data 
for reuse without consuming the available hardware resources at the EHR server. It 
must not be assumed that the server running the EHR system is dimensioned to handle 
the heavy processing needs of all data reuse projects. The alternative shown in Figure 
2 may suffer from this limitation. 
 
A popular solution for sharing data over a network is to use web services. It leaves a 
great deal of flexibility to the clients consuming the service, with many different 
libraries available for all common platforms. It is also straight forward to allow for data 
to be retrieved in multiple formats, such as XML and JSON. Web services can run 
directly on the EHR server or on a dedicated server.  
 
We describe a RESTful web service over the HTTP protocol, such that each of the 
methods described later in the document will be accessible in an intuitive and 
straightforward way. All of the functions related to the data extraction part of the API 
are HTTP GET requests that do not have any side effect at the server side. However, 
some of the functions related to the pseudonymization, re-identification and project 
handling, such as registerProject, require the server side to add data. These will be 
HTTP POST requests. 
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To start with an example where we want to retrieve data about all consultations that 
happened within a time period between a specific patient and a care provider, we can 
use the GetContactData function that is described in the data extraction section later 
in this document. We use the hashedPatientId “asdf” for the project “5”. We have a 
HPN “0123456” (health personnel number) and the time period between 2015-04-12 
and 2016-01-01. 
 
A full query to the API will look like: 
https://ehr-
server/extract/v01/contactData?hashedPatientid=asfd&projectid=5&HPN=0123456t
&from=2015-04-12&to=2016-01-01  
 
The URL in the example reveals several issues that needs to be resolved: 

1. The service is hosted over HTTPS, which means the server needs to have a 
HTTPS certificate. This is to make sure that the traffic is encrypted over the 
network, and also that the EHR server is in fact the real EHR server. 

2. The client needs to find the service in the local network. The EHR vendor along 
with the health institution’s IT department would have to provide a certificate 
and make sure that the server name, as registered in the name server (DNS), 
points to the correct EHR-server and matches the certificate. This server name 
(FQDN) will have to be communicated to all consumers of this web service. 

 
The observant reader will also notice that there is a version in this URI. Being able to 
introduce new versions of the API without breaking older clients is crucial, as keeping 
all different clients and all different EHR vendors in sync is close to impossible.  
To complete the example, the return values could be a JSON object like this, containing 
all the contacts matching the query: 
{ 
 "contacts": [{ 
  "date": "2015-12-01", 
  "HashedPatientId": "asdf", 
  "HPN": "quert", 
  "ContactType": "4", 
  "ContactId": "fladskfmdlkafmdsf" 
 }, { 
  "date": "2015-12-07", 
  "HashedPatientId": "asdf", 
  "HPN": "quert", 
  "ContactType": "1", 
  "ContactId": "gfgsfdsfdffassdf" 
 }] 
} 
 
4.1 Client authentication 
In the example above we explained the security aspect, stating that we need a 
certificate for the server to be able to encrypt the traffic and making sure that web 
service is in fact the genuine web service. 
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The example assumed that the client was already authenticated to the server, as the 
client also needs to authenticate to the web service to prevent a malicious node in the 
health institution to retrieve data from the EHR. There is a need for the health 
institution to be able to request, issue and manage which certificates for the clients 
they chose to trust.  
 

5 Application programming interfaces 
5.1 Requirements to the pseudonymization interface   
As described in the introduction section, the data reuse infrastructure supports 
extraction of pseudonymized data from an EHR. Pseudonymized data is extracted to 
minimize privacy risks by avoiding storage of patient identifiable data outside the EHR 
system. Pseudonymization is the separation of data from direct identifiers (i.e., 
national personal identifier) so that direct linkage of the data to an identity is not 
possible.  
 
At least three options exist for reuse of EHR data using the data extraction API, reuse 
of data for one GP by consuming the API directly from external client applications (see 
Figure 1 in section 2.1), reuse of data for several GPs in one GP office by consuming 
the API from a local data reuse server (see Figure 2 in section 2.2), or a group of GPs 
spanning several GP offices by consuming the API across health institutions (see Figure 
3 in section 2.3). For the last alternative, a data reuse server located inside the GP 
office LAN, and a coordination server located in the health network, is required. The 
data reuse server ensures that patient information is exclusively stored locally, and 
only the GP that provide care for the patient can grant access to reuse of the patient´s 
data. Dependent of the purpose of reuse, the patient may also need to consent to use 
of the information. See [1].    
 
The pseudonymization interface is a helper interface for the extraction of 
pseudonymized data from an EHR. The interface enables creation of a random ID that 
is not linkable to the national personal identifier of an individual without using a 
lookup table in the DRC that maps the random ID to the national personal identifier. 
A simple solution to generate a random ID for each individual is that the DRC hashes 
the national personal identifier together with a secret key (nonce): Hash(personalId | 
nonce). If different secret keys are used across the DRCs, different random IDs will be 
generated for the same individual. Therefore, records of a patient at multiple DRCs 
cannot be linked. However, being able to link records across multiple GP offices that 
belong to the same individual is important for disease surveillance, research, quality 
improvement work and management purposes as knowing the correct denominator 
is fundamental to provide correct statistics (as incidence and prevalence of a 
condition) and indicators. Therefore, to generate a common random ID for the same 
individual across GP offices and other health institutions, all DRCs should use the same 
secret key (nonce) for hashing the national personal identifier. The objective of the 
pseudonymization APIs is to enable the DRCs to create pseudonyms that can be used 
locally and in collaboration with other GP offices. As described above, depending on 



17 
 

the purpose, a data reuse needs approval from the GPs. In the following section, we 
described the APIs for data reuse approval and generation of a common nonce. 
 
5.1.1 Data reuse request approval 
To support the reuse of patient’s data belonging to a GP, general practitioner needs 
to approve data reuse requests. This approval is performed through the PKI 
infrastructure used in Norway by GPs. It can be performed using a secure portal (as in 
Figure 3), or a GP office local tool (as in Figure 1 and 2). Later on, the GP cannot deny 
that an approval of a data reuse request was given. In this document, we assume that 
a GP sign data reuse requests using his/her key card, normally used to sign e-
prescriptions in the national e-prescription system5. The GP uses the same key card to 
sign an approval of a data reuse request. Before the DRC provides data through the 
data extraction interface, this signature must be verified by the DRC.   
 
For data reuse projects that span multiple GP offices, as shown in Figure 3, the 
coordination server contains a Project Membership Manager (PMM) that registers a 
project and the GPs that approved the project and their GP offices. A project is created 
in the DRC when one or more of the local GPs have approved participation in the 
project.  
 
A project description contains the purpose for the data reuse initiative, the health 
institutions’ identities, a list of general practitioners’ health personnel numbers that 
have approved the project, and a definition of the data that will be extracted. It also 
contains the signatures of the general practitioners and a unique projectId. See also 
section 5.5 on a discussion of the open issue of long time validity of data reuse 
approvals. 
 
Assumptions:  

• We assume the GP´s key card is used to authenticate a GP, according to 
HelseID [8]. 

• We assume project participation is signed using each GP´s key card. 
• We assume the health personnel number (HPN) will be available as a claim 

from HelseID. 
• We assume a certificate for each EHR is available on the EHR side 

(virksomhetssertifikat) and that keys necessary to communicate securely 
between the parties can be looked up dynamically in Adresseregisteret [9]. 

• The data reuse server provides a web service interface for secure 
communication with PMM and other DRCs on remote EHR servers and acts as 
a relay server. 

• We assume that GPs will spend time on reviewing and approving/denying data 
reuse request on a regular basis.  

 
Security requirements: 

- No entity other than the DRCs on the EHR servers that are part of a project 
learns the secret key (nonce). 

                                                 
5 https://helsenorge.no/e-resept-og-mine-resepter 
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Assumptions: 
- Each DRC knows the certificate of the PMM that will be available from the 

address registry (Adresseregisteret) [9]. 
- Secure communication between any two entities. 

 
The APIs consist of two parts, the API provided by a DRC on an EHR server, and the API 
provided by the Project Membership Manager (PMM). 
 
5.1.2 The API for the Project Membership Manager (PMM) 
A project corresponds to an initiative to reuse EHR data. When one or more GPs in an 
office have approved participation in a data reuse project, the project can be created 
in the DRC on the EHR server used by the GP office. When a GP approve a project, the 
data associated to her/his patients that is required for the project can be extracted 
from the EHR system using the data extraction APIs of the DRC. Data extracted from 
the EHR system, form a local dataset. If the project spans several health institutions, 
the complete set of all local datasets constitute a virtual dataset. The project managed 
by the PMM corresponds to one virtual dataset that spans all participating health 
institutions. 
 
 
 
The following functions constitute the API that is required to manage projects: 
 
createProject() 
 
The function creates a project specified by the returned projectId. 
 
Returned result 
Name Type Comment 
ProjectId String  

 
 
addProjectMember(projectId,  HER-id, HPN, signature) 
 
The function adds a GP, identified by the health personnel number (HPN), that works 
at the institution identified by HER-id [9], into the project projectId. The signature is a 
digital signature of the GP that approves becoming a member of the data reuse 
project. The signature is created by the GP signing the projectId string, concatenated 
with the word “approved”, using this personal key card, Sign(projectId | ”approved”). 
 
Parameters 
Name Type Comment 
ProjectId String Required 
HER-id String Required 
HPN String Required 
Signature String Required 
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removeProjectMember(projectId, HER-id, HPN, signature) 
 
This function removes a GP that works at the institution identified by HER-id, identified 
by health personnel number (HPN), from the project identified by the projectId. The 
signature is a digital signature of the GP that approves leaving the project. A signed 
withdrawal is created by signing the projectId, concatenated with the word 
“withdrawn”, signed using the GPs private key, Sign ( projectId | ”withdrawn” ).    
 
 
Parameters 
Name Type Comment 
ProjectId String Required 
HER-id String Required 
HPN String Required 
Signature String Required 

 
getMemberInstitutions(projectId) 
This function returns the HER-ids for the institutions that are members of the project 
identified by projectId. 
 
Parameters 
Name Type Comment 
ProjectId String Required 

 
 
Returned result 
Name Type Comment 
HER-ids Array String Required 

 
5.1.3 The API for the PMM Relay component and PMM component 
PMM is short for Project Membership Management. The functions listed below are 
implemented by both the Project Membership Manager at the coordination server 
and the PPM relay component in the data reuse server at the health institution. The 
PMM relay components forward the local calls to and results from the PMM at the 
coordination server.  

 
Q1: getActiveMemberInstitution(ProjectId) 
 

This function returns the identity of a data custodian that is randomly selected from 
those data custodians who are active in the project. An active data custodian is a data 
custodian that has the consensus secret key (nonce). The consensus secret key is the 
key that is shared among the participants of the project. If no active member 
institution exists, an empty (null) value is returned.  
 
Parameters 
Name Type Comment 
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ProjectId String Required 
 
Returned result 
Name Type Comment 
HER-id String  

 
Q2: setStatus(ProjectId, HER-id, Status [active/inactive]) 
 

This function sets the status of a healthcare institution for project projectId as active 
or inactive. An institution becomes inactive, when leaving a project or disconnected 
from the network due to different reasons. 
 
Parameters 
Name Type Comment 
ProjectId String Required 
HER-id String Required  
Status String Required 

[active/inactive] 
 
Q3:  isMemberInstitution(projectId, HER-id) 
 

This function returns whether a healthcare institution identified with HER-id is 
member of project projectId. This ensures that an institution cannot receive a secret 
key before it becomes part of a project on the PMM. 
 
 
Parameters 
Name Type Comment 
ProjectId String Required 
HER-id String Required 

 
 
Returned result 
Name Type Comment 
Status Boolean Required 

 
Q4: requestSecretKey(projectId, HER-id ) 
 

The DRC on the requesting EHR server use this function to request the consensus 
secret key for project projectId from the institution identified by the HER-id through 
the PMM relay component. The return value is the consensus secret key (nonce) 
encrypted with the public key of the requester institution. The PMM relay component 
forwards the request to the remote institution identified by HER-id.  

 
Parameters 
Name Type Comment 
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ProjectId String Required 
HER-id String Required 

 
Returned result 
Name Type Comment 
Secret key String Required 

 
 
5.1.4 The pseudonymisation API for an EHR 
This function is implemented by the DRC. 

 
Q5: registerProject(projectId, HPNs, signatures, type) 
 

This function registers the project identified by projectId in the DRC. The HPNs list the 
health personnel numbers of all GPs that has approved reuse of their patients’ data. 
The signatures parameter contains the list of signatures for the doctors that have 
approved the reuse of patients data. A signature is created by the GP signing the 
projectId using his/her personal key card used to sign e-prescriptions. The DRC checks 
whether signatures are valid signatures of the GPs in the office. The type parameter 
specifies whether the key is for “local” or “collaborative” (used across several health 
institutions) use. If it is a local project, the EHR generate a random local key (nonce) 
and register the project internally. The generated key (nonce) MUST not be shared 
with anybody. If the key is collaborative, the EHR executes the protocol below.  
 
Protocol 
-  When a new collaborative project is registered by the PMM through the Q5 

function call to the DRC, the DRC on the EHR server executes Q1 towards the PPM 
relay component 

-  If the query/function call returns null (that means the data custodian is the first 
active data custodian), the DRC creates a consensus secret key (nonce) and sets its 
status as active using query/function call Q2 

-  Else, the DRC executes query/function call Q4 against the DRC of the data custodian 
returned from Q1 (through the PMM Relay component which executes Q6 on the 
receiving end). 

 
Security analysis 
There is no direct way for the PMM at the coordination server to learn a secret key 
(nonce) that belongs to project projectId. However, it may create a fake GP office and 
assign it as a member of project projectId. Then, it can receive the secret key (nonce). 
We assume that the PMM is semi-trusted and follows the protocol step (that includes 
not creating a fake GP office or GPs). Therefore, no attack can be performed. A fake 
GP office and fake GP identities will need to be registered in the health institution 
address registry [9] and get institutional certificates created, which is unlikely.  
 
Parameters 
Name Type Comment 
ProjectId String Required 
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HPNs Array String Required 
Signatures Array String  Required 
type String Required 

“local” or “collaborative” 
 
 
Returned result 
Name Type Comment 

Status Boolean True if successful, false otherwise  
 

Q6: getSecretKey(projectId, HER-id) 
 

This function is called by the PMM relay component towards the DRC at the EHR 
server. The function returns the secret key (nonce) for project projectId. This API first 
executes Q3 and only returns the secret key if the healthcare institution HER-id is part 
of project projectId. The secret key is encrypted with the public key of the requested 
GP office identified by HER-id.  

 
Parameters 
Name Type Comment 
ProjectId String Required 

HER-id String Required 
 
Returned result 
Name Type Comment 
Secret key String Contains the encrypted secret key or 

null if the HER-id of the requesting 
institution is not part of the project.  

 
removeProject (projectId, HPNs, signatures) 
 
When a GP withdraw his/her permission to use his patients´ data the PMM requests 
the DRC to remove the permission to extract EHR data from the project. If all GPs in 
an office withdraw their permission, the entire project, along with the secret key 
(nonce), MUST be deleted. A signed withdrawal is created by signing the projectId, 
concatenated with the word “withdrawn”, signed by using the GPs private key card, 
Sign(projectId|”withdrawn”).    
 
Parameters 
Name Type Comment 
ProjectId String Required 
HPNs Array String Required 
Signatures Array String  Required 
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addToProject (projectId, HPNs, signatures) 
If a new GPs join a project the PMM component at the coordination server will call 
this function to request the DRC to add the GP to the list of GPs that have allowed 
reuse of his patients´ data. The signature is created by the GP signing the projectId 
string, concatenated with the word “approved”, using the personal key card, Sign 
(projectId|”approved”). 
 
Parameters 
Name Type Comment 
ProjectId String Required 
HPNs Array String Required 
Signatures Array String  Required 

 
 
5.2 Requirements to the patient re-identification interface 
The data reuse interface provides the GPs with a set of tools (as shown in Figure 1 to 
3) that enable the GP to evaluate the quality of their services, quality of their data, 
and identify patients that are eligible for clinical trials. However, as the tools are 
outside the EHR, they only have access to pseudonymized datasets at the health 
institution. Therefore, the GPs need a mechanism to re-identify the real identity of 
their patients given pseudonymized records. In addition, re-identification is required 
when a medical problem or health issue of a patient is discovered based on a 
pseudonymized record. 
 
The data re-identification interface enables recruitment of patients to research 
studies by allowing GPs to lookup their patients’ identity in the EHR system. This is 
necessary when the GP want to print study invitation letters and consent forms.  
  
The objective of the re-identification interface is therefore to enable a GP to lookup 
the identity and address of a patient in the EHR system. As the DRC stores the mapping 
between the patients pseudonym and the real patient identity, only the DRC can 
perform this mapping, given the pseudonymized patient identifiers. The re-
identification is performed by the DRC looking up the patient identifier in its internal 
mapping table and asking the EHR system for the name and address information 
corresponding to the identifier of the patient.  
 
The lookupPatient function 
Each pseudonym belongs to only one project. The projects pseudonymization 
mechanism is identified by the ProjectId. By using the ProjectId the DRC can lookup 
the real identity of the patient using the pseudonym specified in the HashedPatientId 
parameter. The DRC also lookup the identity of the GP using the HPN and ensure that 
the patient belongs to the GP identified by the HPN and that the requester is 
authorized to access the information (is the GP identified by the HPN or authorized by 
the GP identified by the HPN to access the patient information). See HelseID for more 
details [8].  
 
lookupPatient (ProjectId, HPN, HashedPatientId) 
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Parameters 
Name Type Comment 
ProjectId String Required 
HPN String Required 
HashedPatientId String  Required, containing one hashed 

patient Id 
 
The function returns the same information as a call to the GetPatientData function. 
However, all values are provided un-encrypted (Anonymous parameter is set to False). 
This function should return null if the request is initiated from the data reuse server. 
See section 5.3.5 for details about the GetPatientData function. 
 
The lookupProjects function 
According to GDPR[1] the patient has the right to know what his data has been used 
for and get information about who has processed his information. This function can 
be used to list all projectIds that has processed the patients data. Using the ProjectIds 
additional information can be extracted from APIs offered by the data reuse server. 
The DRC also lookup the identity of the GP using the HPN and ensure that the patient 
belongs to the GP identified by the HPN and that the requester is authorized to access 
the information (is the GP identified by the HPN or authorized by the GP identified by 
the HPN to access the patient information). See HelseID for more details [8]. This 
function should return null if the request is initiated from the data reuse server. 
 
 
LookupProjects(PersonalID, HPN) 
Parameters 
Name Type Comment 
PersonalId String Required 
HPN String Required 

 
 
Returned result 
Name Type Comment 
ProjectIds Array String List of ProjectIds  

 
 
The lookupHashedPatientIds function 
According to GDPR[1] the patient has the right to get a machine readable copy of the 
data. This function can be used to list all HashedPatientIds belonging to the patient,   
and the project identified by projectIds that contain information about the patient.  
Using the ProjectIds and HashedPatientIds information about the patient can be 
extracted from for APIs offered by the data reuse server. The DRC lookup the identity 
of the GP using the HPN and ensure that the patient belongs to the GP identified by 
the HPN and that the requester is authorized to access the information (is the GP 
identified by the HPN or authorized by the GP identified by the HPN to access the 
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patient information). See HelseID for more details [8]. This function should return null 
if the request is initiated from the data reuse server.  
 
LookupHashedPatientIds(PersonalId, HPN) 
 
Parameters 
Name Type Comment 
PersonalId String Required 
HPN String Required 

 
Returned result 
Name Type Comment 
ProjectIds Array String List of ProjectIds  
HashedPatientIds Array String  List of hashed patient Id 

 
The setExemptResearchStatus function 
According to GDPR the patient has the right to deny usage of his information for 
purposes not supported by national laws. Research is one such a purpose. This 
function is intended to enable the GP to exempt the patient from being identified as 
a potential research subject on request from the patient (Status set to True). 
Alternatively the patient may reconsider and request the GP to allow being identified 
as a potential research subject (Status set to False, the default value). The DRC lookup 
the identity of the GP using the HPN and ensure that the patient belongs to the GP 
identified by the HPN and that the requester is authorized to update the information 
(is the GP identified by the HPN or authorized by the GP identified by the HPN to access 
the patient information). This function should not update the ExemptResearch status 
if the request is initiated from the data reuse server.  
 
setExemptResearchStatus(PersonalId, HPN, Status) 
 
Parameters 
Name Type Comment 
PersonalId String Required 
HPN String Required 
Status String True or false 

 
Returned result 
Name Type Comment 

Status Boolean True if successfully updated, false 
otherwise  

 
  
5.3 Requirements to the data extraction interface 
All data provided through the data extraction interface must be pseudonymized using 
the pseudonymization mechanism described above. That implies that identifiers are 
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encrypted so that it is not possible to discover the real identity of patients and 
physicians, unless they are able to lookup the identity using the DRC.  
The data extraction interface consists of a number of function calls that provide 
different classes of information.  
 
The information classes are: 

• Analysis 
• CareProvider 
• Contact 
• Diagnosis 
• Patient 
• PatientNote 
• Prescription 
• Product 
• SickLeave 
• Correspondance 

 
The rest of this section describes the most important data retrieval functions of the 
data extraction interface. Data provided by each function must be filtered using the 
provided parameters. Most functions have 5 input parameters that are used to filter 
the output. These parameters are listed below. If the HashedPatientId parameter is 
given, the output from the function should be limited to one single patient identified 
by the hashed patientId. The ProjectId parameter is required. HPN is the clear text 
HPN number. This number MUST correspond to one of the HPN provided by the 
registerProject or addToProject function calls. The FromDate and ToDate parameters 
limits the extracted data to consultation within this time frame.  
 
Parameters 
Name Format Example Comment 
HashedPatientId    

ProjectId  Example Required 
HPN HPR-number 0123456 This is the clear 

text version of 
the HPN. 

FromDate YYYY-MM-DD   
ToDate YYYY-MM-DD   

 
 
5.3.1 Analysis 
GetAnalysisData (HashedPatientID,ProjectID,HPN,FromDate,ToDate) 
 
Standard Parameters 
 
Returned dataset 
Name Format Example 
Date YYYY-MM-DD  
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HashedPatientId   
ProjectId   
HashedHPN string es5jr09n 
AnalysisName   
Result   
Unit   
Deviation   

 
5.3.2 Care provider 
A care provider is a person that is registered in the EHR system as care provider. This 
may be personnel that is not a physician. 
   
GetCareProviderData (HPN) 
 
Parameters 
Name Format Example 
HPN HPR-number 0123456 

 
 
Returned dataset 
Name Format Example 
Signature (Initials) XYZ ON 
LastName   Normann 
FirstName   Ola 
DOB  YYYY-MM-DD  1971-01-30 
Gender  M/F F 
Address  Free text Sykehusveien 11.  

9024 Tromsø  
PostalCode  Four digits 1815 
HPR  HPR-number 0123456 
Active  True/False False 
IsDoctor  True/False True 
Role  Fastlege 
Title   Doctor 

 
5.3.3 Contact  
Returns the information about a contact between a patient and the health institution 
within a time period. It is also possible to provide a HashedPatientId and/or a HPN to 
further restrict the data returned. As always, if a hashedPatientId is provided, it must 
correspond to the pseudonym corresponding to the project identified by the ProjectId 
parameter. 
 
GetContactData(hashedPatientID, projectID, HPN, FromDate, ToDate) 
 
Standard Parameters 
 
Returned dataset 
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Name Format Example 
Date YYYY-MM-DD 2015-05-15 
DateTimeOfOrder YYYY-MM-DD HH:MM 2015-05-15 08:30 
ContactTimeConsumption Number of minutes 25 
HashedPatientID   
HashedHPN Hashed HPR-number  dsad7 
ContactType SEDA code  
HashedContactID Hashed internal contactID  

 
 
5.3.4 Diagnosis  
GetDiagnosisData returns diagnosis data for one patient and care provider within a 
time period, or for all patients and care providers in the project within a time period. 
The diagnosis data contains a date, a diagnosis text and a diagnosis type/diagnose 
version. 
 
GetDiagnosisData(HashedPatientID,ProjectID,HPN,FromDate,ToDate) 
 
Standard Parameters 
 
Return values 
Name Format Example 
Date YYYY-MM-DD 2013-01-18 
HashedPatientId   
HashedHPN Hashed HPR-number dsad7 
DiagCode ICPC2 code D71 
DiagText ICPC2 text Kusma 
DiagVersion   
HashedContactId Hashed internal contact 

id 
 

 
 
5.3.5 Patient  
 
GetPatientData (HashedPatientID,ProjectId,HPN, FromDate, ToDate, Anonymous) 
 
Parameters 
Name Format Example Comment 
HashedPatientId    
ProjectId   Required 
HPN HPR-number 0123456  
FromDate YYYY-MM-DD 2000-01-01  
ToDate YYYY-MM-DD 2017-04-23  
Anonymous True/False True  

  
Return values 
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Name Format Example 
HashedPatientId   
LastName Not if anonymous  
FirstName Not if anonymous  
DOB Not if anonymous  
PersonalID Not if anonymous  
Gender M/F M 
Address Not if anonymous  
PostalCode   
HashedHPN Hashed HPR-number  
Listed True/False False 
Status   
ExemptResearch True/False Default value 

False  
 
5.3.6 Patient notes  
Patient notes correspond to a text based record made by the doctor, typically during 
/ after a consultation between the patent and the GP. 
 
GetPatientNoteData (HashedPatientID, ProjectID, HPN, FromDate, ToDate) 
 
Standard Parameters 
 
Return values 
Name Format Example 
Date YYYY-MM-DD 2013-10-13 
HashedPatientID   
HashedHPN Hashed HPR-number  
Note Free text  
HashedContactID Hashed internal contact id  

 
5.3.7 Prescription 
Prescription holds data about prescriptions. A time period is required while the 
patient Id and HPN are optional.  
 
GetPrescriptionData(HashedPatientID, ProjectId, HPN, FromDate, ToDate) 
 
Parameters 
Name Format Example Comment 
HashedPatientId    

ProjectId  Example Required 
HPN HPR-number 0123456 This is the clear 

text version of 
the HPN. 

FromDate YYYY-MM-DD  Required 
ToDate YYYY-MM-DD  Required 
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Return values 
Name Format Example 
Date YYYY-MM-DD 2014-04-04 
HashedPatientID   
HashedHPN Hashed HPR-number 0123456 
ATC ATC code R01AA07 
REIT  Number  
MedText  Text Otrivin 
MedType  Text Nesespray 
Strength  Mg / ml / mg 100mg/ml 
PkSize  Number 1 
PkID    
PkNum    
RefCode    
DSSN  Text 1 sprut 3g daglig 
DSSNshort    
FormGroup    
Status    
Standing  True/False  
SepDate YYYY-MM-DD  
StartDate YYYY-MM-DD  
HashedContactID Hashed internal contact 

id 
 

 
 
 
5.3.8 Product 
A product is a paid product or service provided to the patient. A product typically has 
a standardized code and price. A product may be a physical thing like a bandage or 
equipment, or a service paid for by the patient.  
 
GetProductData (HashedPatientID,ProjectID,HPN, FromDate,ToDate ) 
 
Standard Parameters 
 
Return values 
Name Format Example 
Date YYYY-MM-DD 2013-09-12 
HashedPatientId   
ProjectId   
HashedHPN Hashed HPR-number 0123456 
ProductCode   
ProductPrice   
HashedContactID Hashed internal contact id  
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5.3.9 Sick leave 
A Sick leave corresponds to a confirmation from the doctor that an employee is unable 
to attend paid work because of illness. A real life sick leave may be in paper-based or 
electronic form.  
 
GetSickLeaveData(HashedPatientID, ProjectID, HPN, FromDate, ToDate) 
 
Standard Parameters 
 
Return values 
Name Format Example 
Date YYYY-MM-DD 2012-01-04 
HashedPatientID   
ProjectID   

HashedHPN Hashed HPR-number 0123456 
DiagCode ICPC2 code  
DiagText ICPC2 text  
From1   
To1   
From2   
To2   
From3   
To3   
HashedContactID Hashed internal  contact id  
Occupation String Lærer 
Percentage Number 50 
NotificationEmployer String Text from sickleave 

module. Future use. 
NotificationNAV String Text from sickleave 

module. Future use. 
WorkCoustomisation String Text from sickleave 

module. Future use. 
 
 
5.3.10 Correspondence 
A Correspondence corresponds to events of sending or receiving a letter or electronic 
message exchange with an external entity. A correspondence can be a referral, a 
discharge letter, etc. We have left out the details about correspondence data for now. 
These are the previously suggested methods for correspondence. 

• GetCorrespondenceLetter  
• GetCorrespondenceLog  
• GetCorrespondenceReferral  
• GetCorrespondenceInbound  
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5.4 Open unresolved issues 
5.4.1 Long time validity of data reuse approvals 
Section 5.1.1 contain a description of how data reuse approvals are managed. 
Participation in data reuse initiatives can be removed and added to projects. An open 
issue is how to handle permissions to reuse of EHR data over time. For instance, for 
how long is a data reuse permission valid. Another open issue is what happens when 
a doctor resigns or loses his license to practice. Are data reuse approvals then still 
valid? Policies for long time validity of data reuse need to be created.  
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